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	Section  /  Clause
	Questions 
	Finding
	Conforms / Non Conforms
	OTIR No

	  
	A.   Physical and Environmental Security 

 
	 
	 
	 

	7.1
	 Secure Area     
	Objective: To prevent unauthorised access, damage and interference to business premises and information
	 
	 

	7.1.1
	Physical Security Perimeter
	Find out what Security Perimeters have been established to protect information processing facility. I.e. walls
	 
	 
	 

	7.1.2
	Physical entry Controls
	Establish what protected Entry controls have been established to ensure that only authorised personnel are allowed access
	 
	 
	 

	7.1.3
	Securing offices, rooms & facilities
	What suitable intruder detection systems are installed for this area?                                                                                                                                                 The information processing facilities should be physically separated from those managed by 3rd parties.
	 
	 
	 

	7.1.4
	Working in secure areas
	Establish the additional controls for Personnel or third parties. Ie should only be aware of activities in a secure area on a needs to know basis.
	 
	 
	 

	7.1.5
	Isolated delivery and loading areas
	What controls are in place for the Delivery and Loading areas?                                                                                                   
	 
	 
	 

	 
	 
	Is the access from outside restricted to authorised & identified personnel?                                                                                              
	 
	 
	 

	 
	 
	Is the external door secured when the Internal door is opened?

Who checks the packages for potential hazards before it is moved from the holding area to the point of use?        
	 
	 
	 


	7.2
	 Equipment Security   
	Objective: To prevent loss, damage or compromise of assets and interruption to Business activities.
	 
	 

	7.2.1
	Equipment siting and protection
	Is the equipment sited to reduce minimum unnecessary access into work areas?                                                                                                                                                                                                    
	 
	 
	 

	 
	 
	What controls are in place to minimise the risk of Theft, Fire, Explosions, Smoke, Water, Dust, Vibration, chemical effects, electrical supply interference & electromagnetic radiation?  
	 
	 
	 

	 
	 
	Is there a policy towards eating, drinking and smoking in proximity to information processing facilities? 
	 
	 
	 

	7.2.2
	Power supplies
	What suitable electrical supplies are available should there be a power failure? Ie backup generator, UPS etc…
	 
	 
	 

	7.2.3
	Cabling Security
	What controls have been considered and implemented to ensure power and telecommunications cabling data or supporting information services is protected from interception or damage?  
	 
	 
	 

	7.2.4
	Equipment maintenance
	What equipment maintenance is completed? 

Do only authorised maintenance personnel carry out repairs and service the equipment? 

Are records kept of all suspected or actual faults?                                                                                                                  
	 
	 
	 

	7.2.5
	Security of equipment off-premises
	Is adequate insurance in place to protect equipment taken off -site.? 

Has management authorised for equipment (ie Notebooks) to be used off site?      
	 
	 
	 

	7.2.6
	Secure disposal or re-use of equipment
	How is sensitive information securely destroyed?  

What is the name of the contractors?                                                                                     
	 
	 
	 

	 
	 
	How are fixed hard disks checked to ensure that sensitive data and licensed software have been removed or overwritten prior to disposal?
	 
	 
	 


	7.3
	General Controls  
	Objectives: To prevent compromise or theft of information and information processing facilities
	 
	 

	7.3.1
	Clear Desk and Clear screen Policy
	Has the company a Clear Desk Policy or a Clean screen policy?                                                      If not would you see a reason to consider for information processing facilities in order to reduce the risk of unauthorised access, loss of, and damage to information during and outside normal working hours?   


	 
	 
	 

	7.3.2
	Removal of property
	What procedures are in place to ensure no unauthorised removal of property is taken?                                                                                               
	 
	 
	 

	 
	 
	Do you have spot checks in place?
	 
	 
	 

	 
	B.    Communication and Operation Management 
	 
	 
	 

	8.1
	Production procedures and responsibilities  
	Objectives: To ensure the correct and secure operations of information processing facilities.
	 
	 

	8.1.1
	Documented operating procedures
	Request a copy of the documented procedures which should include instructions for each job including: Processing and handling of information, scheduling requirements, instructions for handling errors or other exceptional conditions, support contacts, special output handling instructions, system restarts and recovery procedures.                                                                                               
	 
	 
	 

	 
	 
	Housekeeping activities associated with close down procedures, back-up, equipment maintenance, computer room safety. should also be documented. 
	 
	 
	 

	8.1.2
	Production Change Control
	Production programs should be subject to strict change control.                                                                                                                                   An audit log containing all relevant information should be retained.                                                                                                                             Have the following controls been considered:                                                                                                                                                               1. Identification and recording of significant changes                                                                                                                                              2. assessment of the potential impact of such changes                                                                                                                                         3. formal approval procedure for proposed changes                                                                                                                                                 4. communication of change details to relevant persons                                                                                                                                              5. procedures identifying responsibilities for aborting and recovering from unsuccessful changes.


	 
	 
	 


	8.1.3
	Incident management procedures
	1. Look for the procedures that cover all types of security incident including                                                                                                               a. information system failures and loss of service                                                                                                                                                           b.  Denial of service                                                                                                                                                                                                       c.  Errors resulting from incomplete or inaccurate business data.                                                                                                                                            d. breaches of confidentiality.                                                                                                                                                                                                                                        
	 
	 
	 

	 
	 
	2. Action to recover from security breaches and correct system failures should be formally controlled .The procedure should state :                                                                                                               a. only clearly identified and authorised staff are allowed access to live system and data.                                                                                                                                                                                                  b. all emergency actions are documented in detail.                                                                                                                                                                                                               c. emergency action is reported to management                                                                                                                                                                                                        d. the integrity of business systems and controls is confirmed with minimal delay.  
	 
	 
	 

	8.1.4
	Segregation of duties
	Look for Segregated activities which require collusion is order to defraud ie raising a purchase order, and verifying goods have been received.                                                                                                                             
	 
	 
	 

	 
	 
	If danger of collusion, have controls been put in place to ensure that 2 or more persons are involved
	 
	 
	 

	8.1.5
	Separation of Development and Production facilities
	Look for separate facilities for Development and Production software.                                                                                                                                                                                                                                                            
	 
	 
	 

	 
	 
	Are the Development and testing activities separated as far as possible?                                                                                                          
	 
	 
	 

	 
	 
	How are Compilers, editors and system utilities set up as to not be accessible from the Production systems
	 
	 
	 

	 
	 
	Are logon procedures different from Test to Production systems to reduce risk of error?  
	 
	 
	 

	8.1.6
	External facilities management
	Are appropriate controls agreed with contractors and incorporated in their contracts. Ie Identifying sensitive or critical applications better retained in house, obtaining the approval of the business manager, implications on Business continuity plans, security standards to be specified, and the process for measuring compliance, allocation of specific responsibilities and procedures to effectively monitor all security activities, and responsibilities and procedure for handling security incidents.


	 
	 
	 


	8.2
	System planning and acceptance  
	Objective: To minimise the risk of systems failure.
	 
	 

	8.2.1
	Capacity Planning
	Are the capacity demands of the systems used monitored and projections of future capacity requirements made to ensure that adequate processing power and storage is available.?                                                      
	 
	 
	 

	8.2.2
	System acceptance

UPGRADES
	Acceptance criteria for new information systems, upgrades and new versions should be established and suitable tests of the systems carried out prior to acceptance.  Management should ensure that the requirements and criteria for acceptance are clearly defined, agreed, documented and tested.  The following controls should be considered:                                                                                                                                       a. Performance and computer capacity requirements                                                                                                                                           b. error recovery and restart procedures and contingency plans                                                                                                                                     c. preparation for testing of routine operating procedures to defined standards  

d. agreed set of security controls in place                                                                                                                                                              e. effective manual procedures                                                                                                                                                                                   f. business continuity arrangements    

g. evidence that the installation of the new system will not adversely effect existing systems  particularly at peak processing times                                                                                                                                                    h. evidence that consideration has been given to the effect the new system has on the overall security of the organisation                                                                                            i. training in the operation or use of new system        

                                                                                                                                                                                                                                                                                    
	 
	 
	 

	 
	 
	For major new development, are the operations function and users consulted at all stages in the development.   Are appropriate tests carried out to confirm acceptance criteria is fully satisfied.
	 
	 
	 

	8.3
	Protection against malicious software 

 
	Objective: To protect the integrity of software and information
	 
	 

	8.3.1
	Controls against malicious software
	Are the following controls in place:                                                                      1. A formal policy requiring compliance with Software Licensing and prohibiting the use of unauthorised software                                                                                                                                    2. A formal policy to protect against risk associated with obtaining files and software either from or via external networks, or any other medium.                                                                                                        3. Installation and regular update of anti-virus detection and repair of software to scan computers and media.                                                                                                                                        4. conducting regular reviews of the software and data content of systems supporting critical business processes

5. checking any files on electronic media of uncertain or unauthorised origin, or files received over untrusted networks, for viruses before use.                                                                                                     6. Checking any electronic mail attachments and downloads for malicious software before use.                                                                                                                                                                                                                                                                                                        
	 
	 
	 


	 
	 
	7. Management procedures and responsibilities to deal with virus protection on systems, training in their use, reporting and recovering from virus attacks. 

8. appropriate Business continuity plans for recovering from Virus attacks, including all necessary data and software backup and recovery arrangement                                                                                                                                                                                                                               9. procedures to verify all information relating to malicious software, and ensure that warning bulletins are accurate and informative.                                                                                                                                                                                                                                 
	 
	 
	 

	8.4
	Housekeeping   
	Objectives: To maintain integrity and availability of information processing and communication services.
	 
	 

	8.4.1
	Information back-up
	Are back-up arrangement documented in restoration procedures?   

Is the back-up information stored in a remote location?

How many generations or cycles of back-up information is retained for important business applications (at least 3 is recommended)?   

How often is the back-up procedure tested to ensure they can be relied upon in an emergency use ?

How often are restoration procedures tested to ensure they are effective.?                                                                                                   
	 
	 
	 

	8.4.2
	Operator Logs
	Ask to see the operation logs of their activities.  These logs should reflect start finish times, system errors and corrective action taken, confirmation of correct handling of data files and computer output .  The name of the person making the log entry.   How often are the logs subject to regular, independent checks against operating procedures? 
	 
	 
	 

	8.4.3
	Fault logging
	Request to see the faults log to review that all have been satisfactorily resolved, and review that corrective measures to ensure that controls have not been compromised, and that the action taken is fully authorised.                                                                       
	 
	 
	 

	8.5
	Network management   
	Objectives: To ensure the safeguarding of information in networks and the prevention of the supporting infrastructure.
	 
	 

	8.5.1
	Network controls
	Have the following controls been considered:                                                                                                                                                                                     1. Production responsibility for networks should be separated from computer operations where appropriate                                                                                                                                                                     2. responsibilities and procedures for the management of remote equipment, including equipment in user areas, should be established.                                                                                                                    3. Special controls have been established to safeguard the confidentiality and integrity of data passing over public networks, and to protect connected systems.                                                          
	 
	 
	 


	8.6
	Media handling & security   
	Objectives: To prevent damage to assets and interruptions to business activities. Media should be controlled and physically protected. 
	 
	 

	8.6.1
	Management of removable computer media
	Do the following exist for the management of removable computer media, such as tapes, disks, cassettes and printed reports:                                                          

 1. If no longer required the previous contents of any re-usable media that are to be removed from the organisation should be erased.                                                                                                                                                                  2.Authorisation should be required for all media removed from the organisation and a record of all such removals to maintain an audit trail should be kept.                                                                                                                                                                                                                     3. all media should b e stored in a safe, secure environment in accordance with the manufacturers' specification                                                                                                                                                                            All procedures and authorisation levels should be clearly documented. 
	 
	 
	 

	8.6.2
	Disposal of media
	How is sensitive media disposed of? 
	 
	 
	 

	8.6.3
	Information handling procedures
	Ask for the procedure for handling and storing of information. Controls should be in place for :                                                                                                                                                                  a. handling & labeling of all media                                                                                                                                                                                                                                b. access restrictions to identify unauthorised personnel                                                                                                                                     c. maintenance of a formal record of the authorised recipients of data                                                                                                                                   d. ensuring that data input is complete, that processing is properly completed and that output validation is applied 

e. protection of spooled data awaiting output to a level consistent with sensitivity                                                                                                                                                                                       f. storage of media in an environment which record manufacturers specification                                                                                                                           g. keeping the distribution of data to a minimum                                                                                                                                                                                                                                              h. clear marking of all copies of data for the attention of the authorised recipient                                                                                                                                                                                              i. review of distribution lists and lists of authorised recipients at regular intervals.                                                                                                                                                                                                                                     
	 
	 
	 

	8.6.4
	Security of system documentation
	Are the following controls in place:                                                                                                                                                                            1. Systems documentation should be stored securely                                                                                                                                                                       2. The access list for systems documentation should be kept to a minimum and authorised by the application owner                                                                                                                                                                  3. system documentation held on a public network, or supplied via a public network, should be appropriately protected. 
	 
	 
	 

	8.7
	Exchanges of information and software   
	Objectives: To prevent loss, modification or misuse of information exchanged between organisations.
	 
	 

	8.7.1
	Information and software exchange agreement
	Does the organisation have any software agreements for the exchange of information and software (either electronic or manual) between organisations?
	 
	 
	 


	8.7.2
	Security of media in transit
	Are the following controls applied to safeguard computer media:                                                                                                                                           1. Reliable transport/courier company used..Have you a list of authorised couriers?                                                                                                                                                                                                                        2. Packaging should be sufficient to protect the contents from physical damage                                                                                                                                                                                                                                           3. special controls to protect sensitive information:  Use of locked containers, delivery by hand, tamper evidence packaging, splitting of the consignment to take different routes, use of digital signature and confidential encryption
	 
	 
	 

	8.7.3
	Electronic commerce security
	Have you controls in place to protect electronic commerce from threats such as fraudulent activity, contract dispute, and disclosure or modification of information.   Ie Authentication, authorisation, contract and tender processes etc…..
	 
	 
	 

	8.7.4
	Security of electronic mail
	Has the company a clear policy on electronic mail?  Have the company considered the security risks ie vulnerability to error eg incorrect address, impact of change of communication media on business processes, implication of publishing externally accessible staff lists, controlling remote user access to electronic accounts.
	 
	 
	 

	8.7.5
	Security of electronic office systems
	 Have you guidelines and policy to control the business and security risks associated with electronic office systems?
	 
	 
	 

	8.7.6
	Publicly available systems
	 How is information protected – what rules are in place
	 
	 
	 

	 
	C.    Access Controls
	 
	 
	 

	9.1
	Business requirement for access control   
	Objectives: To control access to Information
	 
	 

	9.1.1
	Access controls policy
	The access control policy should state:                                                                                                                                                                          1. security requirements for each application                                                                                                                                                                                    2. identification to all information related to the business application                                                                                                                                  3. standard user profiles for common categories of job                                                                                                                                                                                                         4. management access rights in a network environment.  
	 
	 
	 

	9.2
	User access management   
	Objectives: To prevent unauthorised access to information systems.
	 
	 

	9.2.1
	User registration
	Is there a formal user registration and de-registration procedure for granting access to all mulit-user information systems and services?                                                                                                                  1. Using unique User Id so they are responsible for actions                                                                                                                                                                             2. Separate approval for access rights from management                                                                                                                                                    3. checking that the access given is appropriate for the business purpose                                                                                                                                                                                                                                    4. giving users a written statement of their access rights

5. requiring users to sign the statement so they understand the conditions of their access                                                                                                                                                                                                                                                                                                                                 6. maintaining a register of all persons registered to use the service.                                                                                                                                                         7. periodically checking for removing redundant User Id's from access.                                                                                                                                                                                                                                                      8. ensuring that redundant user Ids are not issued to other Users.                                                                                                                                                                             
	 
	 
	 

	9.2.2
	Privilege management
	Are their controls in place to ensure that any feature or facility of a multi-user information system does not enable the user to override system or application controls
	 
	 
	 

	9.2.3
	User password management
	Is a formal management process in place re the allocation of passwords?
	 
	 
	 

	9.2.4
	Review of user access rights
	Are User access rights reviewed on a regular basis ie  every 6 months?  
	 
	 
	 

	9.3
	User Responsibilities 
	Objectives: To prevent unauthorised user access.
	 
	 

	9.3.1
	Password use
	Are users advised of the security practices to be followed re Passwords?  Ie keep confidential, avoid keeping a paper record, do not share passwords.
	 
	 
	 

	9.3.2
	Unattended user equipment
	Are users advised to  ensure that unattended equipment has appropriate protection ie terminate active sessions when finished, logoff mainframe systems when session finished, secure PC's or terminals from unauthorised use by a key lock or equivalent ie password access when not in use.
	 
	 
	 

	9.4
	Network access controls
	Objective: Protection of networked services
	 
	 

	9.4.1
	Policy on use of network services
	Have you a policy concerning the network and network services?        
	 
	 
	 

	 
	 
	This policy should indicate the network and network services which access is allowed to be accessed,  authorisation procedures for determining who is allowed access to which networks and networked services.
	 
	 
	 


	9.4.2
	Enforced path
	Is there a controlled path from the user terminal to the computer service.                                                                                                         Creating an enforced path reduces the risk by incorporating controls that restrict the route between a user terminal and the computer services its user is authorised to access.                                                                                                                                                                                                                       Examples are allocating dedicated lines or telephone numbers, automatically connecting ports to specified application systems or security gateways, limiting menu and submenu options for users.
	 
	 
	 

	9.4.3
	User authentication for external connections
	What authentication method is used for remote Users for external connections? 
	 
	 
	 

	9.4.4
	Node authentication
	Is node authentication used to serve as an alternative means for authenticating groups of remote users where they are connected to a secure, shared computer facility? 
	 
	 
	 

	9.4.5
	Remote diagnostic port protection
	Is access to remote diagnostic port protection securely controlled?
	 
	 
	 

	9.4.6
	Segregation of networks
	How are the networks segregated?       
	 
	 
	 

	 
	 
	Are they divided into separate logical network domains?
	 
	 
	 

	 
	 
	Are there secure gateways (firewalls)  in place? 
	 
	 
	 

	9.4.7
	Network connection controls
	Are there network connection controls on:                                                                                                                                                                                   1. Electronic mail                                                                                                                                                                                               2. One-way file transfers                                                                                                                                                                                                                           3. both-way file transfers                                                                                                                                                                                                                4. interactive access                                                                                                                                                                                                5. network access linked to time of day or date.
	 
	 
	 

	9.4.8
	Network routing control
	Are there routing controls based on positive source and destination address checking mechanisms?                                                                                                                                                                                                                Is there a network address translation mechanism for isolating networks and preventing routes to propagate from the network of one organisation into the network of another?
	 
	 
	 

	9.4.9
	Security of network access controls
	Is the organisation using public or private network services?  If so is there a clear description of the security attributes of all services used ?
	 
	 
	 


	9.5
	Operating system access controls
	Objective: To prevent unauthorised computer access
	 
	 

	9.5.1
	Automatic terminal identification
	Does the organisation have Automatic terminal identification to authenticate connections to specific locations and to portable equipment?
	 
	 
	 

	9.5.2
	Terminal Logon Procedure
	Does the logon procedure, available for all systems used by the organisation,  not display system or application identification until logon successfully completed, display a general notice that the computer should only be accessed by authorised users, not provide help messages during the logon  procedure that would aid an unauthorised user, validates only at the completion of all input data, limits the number of unsuccessful logon attempts to 3, records unsuccessful attempts and limits the access time allowed, and displays the date and time of previous successful logon ?
	 
	 
	 

	9.5.3
	User identification and authentication
	What user identification and authentication is used within the organisation for all systems? 
	 
	 
	 

	9.5.4
	Password management system
	Does the password management system :                                                                                                                                                                1. Enforce the use of individual passwords to maintain accountability                                                                                                                           2. Where appropriate allow users to select and change their own passwords and include a confirmation procedure to allow for input errors                                                                                                                                                                                                                    3. enforce a choice of quality passwords                                                                                                                                                        4. where users maintain their own passwords, enforce password changes                                                                                                                                                                                                                 
	 
	 
	 

	 
	 
	5. not display passwords on screen when being entered                                                                                                                                                                 6. store password files separately to application system data                                                                                                                                                       7. store passwords in encrypted form using a one-way encryption algorithm                                                                                                                                                                                                                                8. alter default vendor passwords following installation of software         
	 
	 
	 

	9.6
	Application access controls
	Objective: To prevent un authorised access to information held in information systems.
	 
	 

	9.6.1
	Information access restriction
	Are access controls in place to ensure users are restricted to Read, Write, Execute, Delete based on individual business application requirements and consistent with organisational information access policy ?
	 
	 
	 

	9.6.2
	Sensitive system isolation
	Does the organisation have sensitive systems which require a dedicated (isolated) computing environment? 
	 
	 
	 


	9.7
	Monitoring system access and use
	Objective: To detect unauthorised activities
	 
	 

	9.7.1
	Event logging
	Audit logs of event logging should be kept for an agreed period. These logs should contain User Id's. dates & times for logon, logoff, terminal identification or location if possible, records of successful and rejected systems access attempts, records of successful and rejected data and other resource access attempts
	 
	 
	 

	9.7.2
	Monitoring system use
	Are there procedures for monitoring the use of information processing facilities?                                                                                                                                                                                                            Are the results of the monitoring reviewed regularly to consider the risk factors?
	 
	 
	 

	9.7.3
	Clock synchronization
	How often are the system clocks reviewed to ensure accuracy. Correct setting of computer clocks is important to ensure the accuracy of audit logs.
	 
	 
	 

	 
	E.     System Development and Maintenance  
	 
	 
	 

	10.1
	Security Requirements of system

 
	Objective: To ensure that security is built into information security
	 
	 

	10.1.1
	Security requirements analysis and specification
	Are security requirements analyzed and specified at the design state of business requirements for new system or enhancement to existing system?
	 
	 
	 

	10.2
	Security in application systems
	Objective: To prevent loss, modification or misuse of user data in application systems.
	 
	 

	10.2.1
	Input data validation 
	What data validation is in place to ensure that data input is correct and appropriate?
	 
	 
	 

	10.2.2
	Control of internal processing
	Are validation checks incorporated into systems to detect corruption by processing errors or through deliberate acts?                                                                                                                                                                                                
	 
	 
	 

	 
	 
	What checks and controls are in place ie sessions or batch-controls to reconcile data file balances after transaction updates, validation of system generated data, checks on integrity of data or software downloaded or uploaded between central and remote computers?
	 
	 
	 


	10.2.3
	Message authentication
	Does the business have message authentication implemented in hardware or software where there is a security requirement to protect the integrity of the message content eg EFT, specifications, contracts, proposals etc with high importance or other similar electronic data exchanges.                                                                                
	 
	 
	 

	 
	 
	Has an assessment of security risks been carried out to determine if the message authentication is required and to identify the most appropriate method of implementation.
	 
	 
	 

	10.2.4
	Output data validation
	Is data from an application system validated to ensure the processing of stored information is correct and appropriate to the circumstances. Output validation may include:                                                                                                                                                                                        1. Plausible checks to test whether the output data is reasonable                                                                                                                              2. reconciliation control counts to ensure processing of all data                                                                                                                                                                     3. providing sufficient information for a reader or subsequent processing system to determine the accuracy, completeness, precision and classification of the information                                                                                                                                                                                                                
	 
	 
	 

	 
	 
	4. procedures for responding to output validation  tests                                                                                                                                                                                       5. defining the responsibilities of all personnel involved in the data output process.
	 
	 
	 

	10.3
	Cryptographic controls
	Objective: To protect the confidentiality, authenticity or integrity of information
	 
	 

	10.3.1
	Policy on the use of cryptographic controls
	Are cryptographic controls used within the corporation to be used for the protection of information that is considered at risk and for which other controls do not provide adequate protection?                       
	 
	 
	 

	 
	 
	Has a policy been drawn up on the use of cryptographic techniques to avoid inappropriate or incorrect use? 
	 
	 
	 

	10.3.2
	Encryption
	Encryption is a cryptographic technique that can be used to protect the confidentiality of information. Is this used within the business?    If so , where?
	 
	 
	 

	10.3.3
	Digital signatures
	Digital signatures provide a means of protecting the authenticity and integrity of electronic documents. Is this used within the organisation ?   If so is the digital signature implemented using a cryptographic technique based on a uniquely related pair of keys where one key is used to create a signature (Private Key) and the other to check the signature (public key)?                                                                                                                        
	 
	 
	 


	10.3.4
	Non-repudiation services
	Are non-repudiation services used where it might be necessary to resolve disputes about an occurrence or non-occurrence of an event or action eg a dispute involving the use of a digital signature on an electronic contract or payment.
	 
	 
	 

	10.3.5
	Key management
	What is in place to support the use of the 2 types of cryptographic techniques - secret key techniques, where 2 or more parties share the same key and this key is used to encrypt and decrypt information or Public key techniques, where each user has a key pair, a public key (which can be revealed to anyone) and private key(which is kept secret).
	 
	 
	 

	10.4
	Security of system files
	Objective: To ensure that IT projects and support activities are conducted in a secure manner.
	 
	 

	10.4.1
	Control of Production software
	What controls are in place for the implementation of software on operational systems? Have the following controls been considered:                                                                                                                                                   1. Updating of operational program libraries should only be performed by the nominated librarian upon appropriate management authorisation                                                                                                                                                                                                                2. Operational systems should only hold executable code                                                                                                                                                                                                                                3. executable code should not be implemented on operational system until evidence of successful testing and user acceptance has been obtained, and the corresponding program source libraries have been updated 

4. an audit log should be maintained of all updates to operational program libraries                                                                                                                                             5. previous versions of software should be retained as a contingency measure.                                                                                                                                                                     Is vendor supplied software maintained at the level supported by the supplier?  

                                                                                                                                                                                                                                                                                                                                                                                                                                                             
	 
	 
	 

	10.4.2
	Protection of system test data
	Is Production databases, used for testing, depersonalised before use?                                                                                                                                               Are the following put in place to protect Production data when used for testing:                                                                                                                                                                                                                                          1. the access control procedures , which apply to Production application systems, should also apply to test application systems                                                                                                                                                                     2. there should be separate authorisation each time Production information is copied to a test application system 

3. Production information should be erased for a test application immediately testing is completed                                                                                                                                                                                                  4. the copying and use of Production information should be logged to provide an audit trail.    

                                                                                                                                                                                           
	 
	 
	 


	10.4.3
	Access controls to program source library
	Are the following controls in place to protect potential corruption of computer programs in the source library:                                                                                                                                                                             1. program source libraries should not, where possible be held on the operational systems                                                                                                                                                                                                                      2.a program librarian should be nominated for each application                                                                                                                                                                           3. IT support staff should not have unrestricted access to program source libraries

4. programs under development or maintenance should not be held in production program source libraries                                                                                                                                                                                                            5. the updating of program source libraries and issuing of program sources to programmers should only be performed by the nominated librarian.                                                                                                                                                                                                                                         6. program listings should be held in a secure environment  

                                                                                                                                                                
	 
	 
	 

	10.5
	Security in development and support processes.
	Objective: To maintain the security of application system software and information.
	 
	 

	10.5.1
	Change control procedures
	What change management controls are in place to ensure security and control procedures are not compromised?                                                      
	 
	 
	 

	 
	 
	Look for maintaining a record of agreed authorisation levels,  ensuring changes are submitted by authorised users,  identify all software, information, database entities and hardware required for the change,   obtained approval for detailed proposal before the change,  ensuring that autho9rised user accepts changes prior to implementation, etc........
	 
	 
	 

	10.5.2
	Technical review of operating system changes
	Are periodic technical reviews completed of all operating changes. 
	 
	 
	 

	10.5.3
	Restrictions on changes to software packages
	Is any modifications made to software packages… if yes, have the following points been considered:                                                                                                                                                                                  1. the risk of built-in controls and integrity processes being compromised                                                                                                                                                  2. Has the vendor consented?                                                                                                                                                                                                                3. who will maintain future maintenance?
	 
	 
	 

	10.5.4
	Covert channels and Trojan code
	Trojan code is designed to affect a system in a way that is not authorised and not readily noticed and not required by the recipient or user of the program. Covert channel can expose information by some indirect and obscure means.                                                                Do you consider Covert channel or Trojan code is a concern for this business?                                                                                                          To overcome issues consider :                                                                                                          buying programs from reputable source, buying programs in source code so the code may be verified, use evaluated products, inspect all source code before Production use
	 
	 
	 


	 
	F.    Business Continuity Management  
	 
	 
	 

	11.1
	Aspects of Business Continuity Management
	Objective: To counteract interruptions to business activities and to protect critical business processes from the effects of major failure or disaster.
	 
	 

	11.1.1
	Business Continuity management process
	Does a Business Continuity Plan cover your business unit?                                                                                                                                                                                                  When was the plan last reviewed?                                                                                                                                                                                         How often is the plan tested?                                                                                                                                                                                          Is the team familiar with the plan?
	 
	 
	 

	 
	G.   Compliance  
	 
	 
	 
	 

	12.1
	Compliance with legal requirements
	Objective: To avoid b reaches of any criminal and civil law, statutory, regulatory or contractual.
	 
	 

	12.1.2
	Intellectual property rights
	Are there appropriate procedures implemented to ensure compliance with legal restrictions on the use of material in respect of which there may be intellectual property rights, such as copyright, design rights, trade marks?
	 
	 
	 

	 
	 
	Is all proprietary software registered under license agreement that limits the use of the products to specified machines etc?                                                            Request to view the License logs…..
	 
	 
	 

	12.1.3
	Safeguarding of organisational records
	Are data storage records maintained to ensure clear identification of records and their statutory or regulatory retention period?                                                                                                                                                             Has a retention schedule been drawn up?                                                                                                                                                                                                
	 
	 
	 

	 
	 
	Have records been categorised into record types eg accounting records, database records, transaction logs, audit logs and Production procedures..and showing type of storage media ie paper, michrofiche, magnetic, optical.                                                                                                                                                                                                                                          
	 
	 
	 

	 
	 
	Are related cryptographic keys associated with encrypted archives or digital signatures kept securely..? Request to see them.
	 
	 
	 

	12.1.4
	Data protection and privacy or personal information
	Have controls been implemented that impose duties on collecting, processing and disseminating personal information in light of Privacy Laws.     
	 
	 
	 

	 
	 
	Are there restrictions to transfer that data to other countries?   
	 
	 
	 

	 
	 
	Have you a data protection officer?
	 
	 
	 


	12.1.6
	Regulation of cryptographic controls
	Have you implemented cryptographic controls which include:                                                           1. Import and/or export of computer hardware and software for performing cryptographic functions

2. import and/or export of computer hardware and software which is designed to have cryptographic functions added to it

3. mandatory and discretionary methods of access by the countries to information encrypted by hardware or software to provide confidentiality of content                                                                                                                    
	 
	 
	 

	12.2
	Reviews of security policy and technical compliance
	Objective: To ensure compliance of systems with organisational security policies and standards.
	 
	 

	12.2.1
	Compliance with Security Policy
	How often are reviews completed on the compliance of the systems with the appropriate security policies, standards etc?
	 
	 
	 

	12.2.2
	Technical compliance checking
	Technical compliance involves the examination of Production systems to ensure that hardware and software controls have been correctly implemented. This should be performed manually, by an experienced systems engineer, or by and automated software package which generates a technical report .   
	 
	 
	 

	 
	 
	How often is this completed?  Request copy of last reports..
	 
	 
	 

	EXTRA
	Design & Development
	Objective: Obtain and review Production Migration Policies and Procedures.
	 
	 

	 
	The organisation shall plan and control the design and development of product
	Identify and obtain a description of all production libraries  (e.g., source, load, procs, JCL, copybook, etc.)
	 
	 
	 

	 
	 
	Identify all production applications not under control of Web Team and why these applications are outside Web team.
	 
	 
	 

	 
	 
	Obtain and review a listing of naming standards, application codes, etc.
	 
	 
	 

	 
	 
	Obtain and review prior audit reports relating to the change control process 
	 
	 
	 


	 
	Design Phase
	Objective: To determine if the design meets the stated functional requirements and fulfills the scope of the project.
	 
	 

	 
	 
	Determine if the design of the system is thoroughly documented.
	 
	 
	 

	 
	 
	Are regular design sessions scheduled?
	 
	 
	 

	 
	 
	Are all areas covered for each application interfacing  with the new system?
	 
	 
	 

	 
	 
	Is the old system documented and understood?
	 
	 
	 

	 
	 
	Are the specifications documented?
	 
	 
	 

	 
	 
	     - data files
	 
	 
	 

	 
	 
	     - interfaces
	 
	 
	 

	 
	 
	     - procedures
	 
	 
	 

	 
	 
	     - screens
	 
	 
	 

	 
	 
	     - reports
	 
	 
	 

	 
	 
	     - documents
	 
	 
	 

	 
	 
	Are all existing accounts, products and services known  and documented?
	 
	 
	 

	 
	 
	Determine if detailed user requirements have been developed.
	 
	 
	 

	 
	 
	Are calculations, formulas used?
	 
	 
	 

	 
	 
	Are report specifications and frequency included?
	 
	 
	 

	 
	 
	Is system response time included?
	 
	 
	 


	 
	Change Control Standards
	 
	Objective: Obtain overview of the configuration management process .  Include processes performed from the point of change request initiation to the actual "move to production"
	 
	 

	 
	 
	Consider the following:
	 
	 
	 

	 
	 
	-  change request initiation, documentation, authorization, and acceptance
	 
	 
	 

	 
	 
	-  tracking of change request status and authorizations 
	 
	 
	 

	 
	 
	-  approvals required for change package and how obtained & enforced
	 
	 
	 

	 
	 
	-  building a change package
	 
	 
	 

	 
	 
	-  casting a change package
	 
	 
	 

	 
	 
	-  approving a change package
	 
	 
	 

	 
	 
	-  executing a change package
	 
	 
	 

	 
	 
	-  package backout procedures
	 
	 
	 

	 
	 
	-  moving a package to production
	 
	 
	 

	 
	 
	-  peer review procedures (including delta comparisons)
	 
	 
	 

	 
	 
	-  parallel development controls
	 
	 
	 

	 
	 
	-  check-in / check-out controls 
	 
	 
	 

	 
	 
	-  release management controls
	 
	 
	 

	 
	 
	-  program documentation requirements
	 
	 
	 

	 
	 
	-  program change history
	 
	 
	 

	 
	 
	-  audit trails (use of system change journals)
	 
	 
	 

	 
	 
	-  emergency change process
	 
	 
	 

	 
	 
	-  review and acceptance of test results (IT and user)
	 
	 
	 

	 
	 
	Select a sample of recent "packages" and perform a walkthrough to validate your understanding (include an emergency change)
	 
	 
	 

	 
	 
	Identify and assess both manual and automated controls.  Perform detailed testing on significant controls to ensure they are working as intended by management.
	 
	 
	 


	 
	Follow Up Audit Trails…..
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


